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Agenda

Topic Speaker

The Challenge of Cloud Security
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What is the “Cloud”?

Cloud computing is the on-demand availability of computer system resources 

(O/S, storage, etc), or applications over network (LAN, Internet)

• Traditional 

datacenter staffing 

and maintenance

• Expensive

• Available to anyone 

over public internet

• Scales quickly and 

convenient
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Key Business Drivers

Why are Customers Adopting Cloud? 

53%

50%

45%

40%

38%

35%

32%

More flexible capacity / scalability

Increased agility

Improved availability and biz continuity

Move from CapEx to OpEx

Improved performance

Cost savings

Accelerated time to market

Key benefits for moving to the Cloud
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Google - Announces Region in GR AWS – Edge location in GRMicrosoft announces datacenter in GR

• Improved user experience

• Regulatory impact

• Cloud provider sales teams developing the market

Triple effect of region launch:

Why Public Cloud now?

https://cloud.google.com/blog/products/infrastructure/introducing-new-google-cloud-regions
https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://azure.microsoft.com/en-us/explore/global-infrastructure/geographies/#overview
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54%

54%

50%

50%

46%

35%

27%

15%

Security concerns

Lack of cloud expertise

Compliance and/or regulations

Complexity in migrating legacy applications

Complexity of managing cloud costs

Complexity of managing multiple cloud services

Vendor lock-in

Move from CapEx to OpEx

Key business challenges for moving to the Cloud 
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Responsibility SaaS PaaS IaaS

On-

prem

Information and Data

Devices (Mobile and PCs)

Accounts and Identities

Identity and directory infrastructure

Applications

Network Controls

Platform Assessment

Operating system

Physical hosts

Physical network

Physical datacenter

Shared Responsibility and Key Strategies

Cloud 

Vendor
Customer
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But…

My cloud has security

It is not the same security as 
used on prem…

It’s not the same security used 
in other clouds

It’s not the state-of-the-art in 
security technology
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Only vendor recognized as a leader across both SD-WAN and Network Firewall

One OS for Networking and Security

Sept. 2022 Magic Quadrant for 

WAN Edge Infrastructure

Nov. 2022 Magic Quadrant 

for Network Firewalls

Fortinet Recognized as a Leader for 13th 
Consecutive Year

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available 

upon request from Fortinet. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those 

vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as 

statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

Fortinet Recognized as a Leader for 3rd 
Consecutive Year
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Effective 
Security 
requires layered 
security woven 
into a Fabric

11
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Fortinet Cloud Security Vision

Driven by Peerless Threat Intelligence

Best-in-class security backed by the 

leading security threat feeds and 

research.

Security that is Software Defined and 

Automated

Agile security, automated, DevOps ready, 

and container aware.

A Seamless Security Fabric

A seamless security fabric that extends 

across clouds and data centers.

Complete 
cybersecurity 

protection,

everywhere you 
need it.
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Fortinet Security Fabric The 

industry’s highest-performing integrated 
cybersecurity mesh platform

Secure Networking Cloud Security Zero Trust Access
Fabric Management 

Center: NOC

Fabric Management 

Center: SOC

Communication and 

Surveillance

Open EcosystemFortiGuard Threat 

Intelligence

Product Matrix

Click on icons in this 

document for additional 

information

Support & Mitigation 

Services

Powered by FortiGuard Labs

FortiGate
NGFW w/ SOC acceleration and 

industry-leading secure SD-WAN

FortiGate SD-WAN
Application-centric, scalable, and 

Secure SD-WAN with NGFW

FortiExtender
Extend scalable and resilient LTE 

and LAN connectivity

FortiAP
Protected LAN Edge deployments 

with wireless connectivity

FortiSwitch
Deliver security, performance, 

and manageable access to data

Linksys HomeWRK
Secure Work-from-Home solution 

for remote and hybrid workers

FortiNAC
Visibility, access control and 

automated responses for all 

networked devices

FortiProxy
Enforce internet, compliance and 

granular application control

FortiIsolator
Maintain an ”air-gap” between 

browser and web content

FortiGate VM
NGFW w/ SOC acceleration and 

industry-leading secure SD-WAN

ForitDDOS
Machine-learning quickly inspects 

traffic at layers 3, 4, and 7

FortiCNP
Manage risk and compliance 

through multi-cloud infrastructures

FortiDevSec
Continuous application security 

testing in CI/CD pipelines

FortiWeb
Prevent web application attacks 

against critical web assets

FortiADC
Application-aware intelligence for 

distribution of application traffic

FortiGSLB Cloud
Ensure business continuity during 

Unexpected network downtime

FortiMail
Secure mail getaway to protect 

against SPAM and virus attacks

FortiCASB
Prevent misconfigurations of SaaS 

applications and meet compliance

FortiSASE
Enforce dynamic network access 

control and network segmentation

ZTNA Agent           
Remote access, application 

access, and risk reduction

FortiAuthenticator
Identify users wherever they are 

and enforce strong authentication

FortiToken
One-time password application 

with push notification

FortiClient Fabric Agent
IPSec and SSL VPN tunnel, 

endpoint telemetry and more

FortiConnect
Simplified guest access, BYOD, 

and policy management

FortiManager
Centralized management of your 

Fortinet security infrastructure

FortiGate Cloud         
Saas w/ zero touch deployment, 

configuration, and management

FortiMonitor
Analysis tool to provide NOC and 

SOC monitoring capabilities

FortiAIOps
Network inspection to rapidly 

analyze, enable, and correlate

FortiExtender Cloud
Deploy, manage and customize 

LTE internet access

FNDN                       
Exclusive developer community for 

access to advanced tools & scripts

FortiDeceptor
Discover active attackers inside 

with decoy assets

FortiNDR
Accelerate mitigation of evolving 

threats and threat investigation

FortiEDR
Automated protection and 

orchestrated incident response

FortiSandbox / FortiAI
Secure virtual runtime environment 

to expose unknown threats

FortiAnalyzer
Correlation, reporting, and log 

management in Security Fabric

FortiSIEM
Integrated security, performance, 

and availability monitoring

FortiSOAR
Automated security operations, 

analytics, and response

FortiTester
Network performance testing and 

breach attack simulation (BAS)

SOC-as-a-Service
Continuous awareness and control 

of events, alerts, and threats

FortiCare Essentials*
15% of hardware, FG-80 & below

FortiCare Premium*         
20% of hardware

FortiCare Elite**
25% of hardware

FortiCamera
NGFW w/ SOC acceleration and 

industry-leading secure SD-WAN

FortiFone
Application-centric, scalable, and 

Secure SD-WAN with NGFW

FortiVoice
Extend scalable and resilient LTE 

and LAN connectivity

FortiRecorder
Protected LAN Edge deployments 

with wireless connectivity

Fabric Connectors
Fortinet-developed

DevOp Tools & Script         
Fortinet & community-driven

Fabric API Integration
Partner-led

Extended Ecosystem
Threat sharing w/ tech vendors

Incident Response   

Service
Digital forensic analysis, response, 

containment, and guidance

Threat Map

FortiConverter
25% of hardware

Fortinet Brochure
Highlighting our broad, integrated, 

and automated solutions, quarterly

Free Training
Fortinet is committed to training 

over 1 million people by 2025

FortiOS
The Heart of the Fortinet 

Security Fabric

*   FortiCare Premium is formerly 24x7 

Support. Lower support price for Switches 

and APs

**   Response time for High Priority tickets. 

Available for ForiGate, FortiManager, 

FortiAnalyzer, FortiSwitch, and FortiAP

The industry’s most extensive 

ecosystem of integrated solutions

https://www.fortinet.com/solutions/enterprise-midsize-business/network-security
https://www.fortinet.com/solutions/enterprise-midsize-business/cloud-security
https://www.fortinet.com/solutions/enterprise-midsize-business/network-access
https://www.fortinet.com/solutions/enterprise-midsize-business/security-operations
https://www.fortinet.com/solutions/enterprise-midsize-business/network-operations
https://www.fortinet.com/partners/technology-alliances/alliances-ecosystem
https://www.fortinet.com/support
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiGuard_Security_Services.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/Fortinet_Product_Matrix.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiConverter.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiRecorder.pdf
https://www.fortiguard.com/
https://www.fortinet.com/content/dam/fortinet/assets/solution-guides/sb-forticare-professional-services.pdf
https://www.fortinet.com/content/dam/fortinet/assets/solution-guides/sb-forticare-services.pdf
https://www.fortinet.com/content/dam/fortinet/assets/solution-guides/sb-forticare-advanced-services-for-enterprise.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiFone_IP_Series.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiVoiceEnterprise.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiCamera.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiDeceptor.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiai.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiedr.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSandbox.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortianalyzer.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSIEM.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortisoar.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiTester.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fs-fortiguard-managed-detection-and-response-service.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiguard-socaas.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortimanager.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiGate_Cloud.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortimonitor.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiaiops.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiExtender_Cloud.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/Fortinet_Developer_Network.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortisase.pdf
https://www.fortinet.com/content/dam/fortinet/assets/solution-guides/sb-improve-application-access-and-security-with-ztna.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiAuthenticator.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortitoken.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/Fortinet_Connect.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/forticlient.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortigate-vm.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiddos.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/forticnp.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiCASB.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiMail.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortigslb.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiADC.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiWeb.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortidevsec.pdf
https://www.fortinet.com/products/next-generation-firewall
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortinet_secure_sdwan.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiExtender.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiap-series.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSwitch_Secure_Access_Series.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/ds-linksys-homewrk.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortinac.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiProxy.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiisolator.pdf
https://www.fortinet.com/content/dam/fortinet/assets/solution-guides/sb-fortios-security-fabric.pdf
https://www.fortinet.com/content/dam/fortinet/assets/brochures/FortinetBroch.pdf
https://training.fortinet.com/
https://www.fortinet.com/content/dam/fortinet/assets/white-papers/wp-open-ecosystem-solution.pdf
https://www.fortinet.com/content/dam/fortinet/assets/white-papers/wp-open-ecosystem-solution.pdf
https://www.fortinet.com/content/dam/fortinet/assets/white-papers/wp-open-ecosystem-solution.pdf
https://www.fortinet.com/content/dam/fortinet/assets/white-papers/wp-open-ecosystem-solution.pdf
https://threatmap.fortiguard.com/
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Cybersecurity Point Products

A SIEM is not a Mesh

Product Integrations vs a Security Fabric 

SOAR
SIEM

ADC

LAN

NGFW

SWG

EPP

EDR

CASB

EMAIL

vFW

WAF

NAC

ZTNA

XDR

IAM

Cybersecurity Platform Approach

DLP
SOAR

EASM

SIEM

LAN
NGFW

SWG

EPP

EDR

CASB

EMAIL

CWP

vFW

WAF

NAC

ZTNA

XDR

IAM

Most Vendors Fortinet Security Fabric 

CWP
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Overview: Gartner Cybersecurity Mesh Architecture

SWG

EFW

DLP

Data
Classifi-
cation

EDR

EPP

MTD

CASB

CWPP

WAF IDPSZTNA

Email 
Security

CIEM DRM

Executive Guide to Cybersecurity Mesh, 2022

Felix Gaehtgens, James Hoover, Henrique Teixeira, Claudio Neiva, Michael Kelley, Mary 
Ruddy, Patrick Hevesi. As of October 2021

This graphic was published by Gartner, Inc. as part of a larger research document and should be 

evaluated in the context of the entire document. The Gartner document is available upon request 

from Fortinet.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. 

and internationally and is used herein with permission. All rights reserved.
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Top 3 Strategies – Securing Hybrid Cloud and Multicloud 

Protecting 
Perimeters

Securing Connectivity

Simplify and Strengthen Network Security by

Centralizing 
Operations
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Top 3 Strategies – Securing Connectivity

Hybrid Cloud Connectivity

Connect users to applications in 
public cloud and Virtual datacenters

Multicloud Connectivity

Connect applications across 
clouds including public and 

private clouds

Protecting

Data-in-Transit
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Top 3 Strategies – Protecting Perimeters

Securing

Virtual Networks

Outbound Inspection

Content Inspection of 
outgoing traffic from 

application workloads

Inbound Protection

Deep visibility into incoming traffic and 
advanced security measures to protect 

workloads

East-West Protection

Apply granular segmentation between 
workloads and prevent lateral spread of 

threats
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Top 3 Strategies – Centralize Operations

Simplifying 

Day 0, Day 1 

and Day 2 

OAMP* tasks

Single Pane of Glass

Simplify management and get 
continuous visibility across all 

environments

Consolidated Usage

Centrally administer and view 
organization-wide flexible virtual 

firewall license usage
OAMP*: Operations, Administration, Maintenance &  Provisioning

Security Automation

Increase agility of deployment and 
provisioning, and automate 

response 
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Fortinet Security Fabric - Cloud

Network
Security

Network
Operations

Security
Operations

Multi-Cloud
Security

SaaS

Public/IaaS

Private
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FortiAuthenticator

Central IAM

FortiToken

MFA

FortiClient

Endpoint Security

FortiWeb

Managed Rules 

for AWS WAF

FortiADC

Fortinet Security Fabric for Cloud Environments

Network Security

and Cloud Connectivity

Container & CI/CD 

Security

Zero Trust 

Access
Email 

Security 
Application 

Security

Advanced 

Threat

Protection 

Security Operations

Analytics & Monitoring

FortiCNP

IaaS and Container 

Security and Visibility

FortiMail

Secure Email 

Gateway

FortiAnalyzer

Central Logging 

and Reporting

FortiManager

Central Security 

Management

FortiSIEM

Security Information 

and Event Management

FortiSandbox

Malware Sandbox

FortiGuard

Security Services

FortiGate

Next Gen Firewall 

and SD-WAN

Managed IPS Rules 

for AWS NF

FortiDevSec

Application 

Security Testing

FortiMonitor

Application Digital 

Monitoring

FortiSOAR

Central 

Security Management

FortiWeb

Cloud

FortiGSLB



• Pre-paid

• Traditional GTM via partners

• Post-paid, on-demand, direct

• No commitment/contract

• Mostly SMB, Startups

Purchasing Model – BYOL vs. PAYG

End customer

Fortinet 

Distributor

Order BYOL

Fortinet

BYOL

$ $

$

$

Fortinet 

Partner

Deploy  

Product

CSP 
Marketplace

“Not On-Demand”

End customer

Deploy Product

Pay CSP

Fortinet

PAYG

CSP 
Marketplace

$

$

“On-Demand”
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Partnering with Microsoft 
Fortinet and Microsoft working together for security and 
compliance
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The Fortinet / Microsoft Partnership

Partnering to secure mission 

critical workloads

Sharing a common vision extending security 

across clouds and data centers with network, 

application, and platform security.

Working together to support 

Enterprise and Government accounts

Business and technical engagements at all 

levels.  Fortinet is the only security vendor on 

Microsoft’s SAP WW Partner Advisory Board

Deep 2-Way Technical Integrations

Over 101 points of integration including Azure 

Virtual WAN, Azure Stack, Edgewise, 

automation technology, Sentinel and more.  

Meanwhile, Microsoft has achieved “Fabric 

Ready 

Business Level Engagement 

• Over 10,000 Azure Customers

• Microsoft Marketplace Partner of the Year

• Top Security ISV Consumption Partner

• Fortinet on Microsoft SAP Advisory Board

• Fortinet is an Azure top ISV Consumption Partner

• Fortinet helps secure Microsoft Technology 

Centers (MTCs) 
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• Cloud vendors entering the NGFW 
space

• Microsoft shipping their first NGFW

• Been described as “Good Enough” 
security
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Protect your workloads beyond native Azure security options

Azure Network Security Best Practices

https://docs.microsoft.com/en-us/azure/security/azure-security-network-security-best-practices



27© Fortinet Inc. All Rights Reserved.

➢ Azure Network Firewall downgraded Challenger -> Niche Player

➢ FortiGate for 13th time Leader and with greater “Ability to execute” related to PAN and Checkpoint

➢ SDWAN Leader 2020/2021/2022 (no Azure presence) 

Gartner - 2022 vs 2021
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Fortinet is Co-Sell Ready Now - and in the Future  

• Solutions approved as Co-sell worldwide
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Azure 

Commercial 

Marketplace

Microsoft Partner 
of the Year - 2020

Winner
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https://aws.amazon.com/marketplace

• 35 Products in AWS Marketplace
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Fortinet GitHub (Cloud Templates)

https://github.com/40net-cloud

https://github.com/40net-cloud
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Top 4 - What should we consider a hot customer?

Exchange Online with plans <= E3Uses Native Firewall / WAF

Starts now their cloud journeyOn AWS (CNP)

➢ We are much better than native

➢ More Economical

➢ Only on AWS Marketplace

➢ Azure Security Posture is direct competition

➢ Alignment with CAF and Landing Zones

➢ Microsoft Defender P2 for EXO is included in E5

➢ O365 License Suites

https://go.microsoft.com/fwlink/?linkid=2139145
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100% Channel

Fortinet is a ‘Channel-

Only’ organization and 

has been for 20+ 

years.

Quickly unlock new 

revenue streams with 

Fortinet’s breadth of 

products and free of 

charge training. 

Integrated into one 

platform, use tools to 

easily connect with 

adjacent technologies.

Fortinet is a Market 

Leader in 2 Gartner 

Magic Quadrants, 

represented in 4 more, 

and are recommended 

by IDC, Forrester, and 

Frost and Sulllivan.

Fortinet has been 

recognized as a 

‘Customers Choice’ in 

the latest Gartner 

Peer Insights ‘Voice of 

the Customer’, 

achieving 4.8 out of 

5.0, three years 

running.

Revenue Streams Market Leader Trusted by 
Customers

Partner with Fortinet for Greater Trust & Opportunity
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